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Ticket Number: EN250319 

This advisory is sent out in part that stakeholders hold preventative management and precau-

tions of their network.   

Summary 

A Distributed Denial of Service (DDoS) is a malicious attack aimed to disrupt the services offered by either 

a server, service, or network. This is achieved by overwhelming the target with unexpected internet 

traffic which overloads the target. This will prevent the target from offering the service to normal traffic. 

The unexpected internet traffic normally comes from malware infected devices that will turn them into 

bots. A collection of bots is called a botnet, with which the attacker can control remotely to send requests 

to the target.  

 

As the requests sent to the target’s IP address seem to be originating from legitimate devices, it is very 

hard to distinguish normal traffic from malicious traffic. The result would be in either a service or site 

becoming slower to respond or even becoming unavailable. Even though this is a major indication of a 

DDoS attack, it can also be a result of an unexpected spike in legitimate traffic. Thus, it is important to 

use traffic analytics tools to separate malicious attempts from the legitimate unexpected spikes. 

 

 There are three different types of DDoS attacks: 

 

1. Amplification Layer Attacks 

2. Protocol Attacks 

3. Volumetric Attacks 

 

Application Layer Attacks 

Application layer attacks, which are sometimes referred to as Layer 7 DDoS attacks, target the OSI model 

layer where pages are generated on the server and are delivered in response to HTTP requests. Through 

an HTTP flood, large numbers of HTTP requests overwhelm the server, thus leading to a denial of service.  

 

Protocol Attacks 

Protocol attacks, which are sometimes referred to as state-exhaustion attacks, cause denial of service by 

over-consuming server and/or network equipment resources. This kind of DDoS attack takes advantage of 
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weaknesses in Layer 3 and 4 of the OSI model. Through a SYN flood, attackers send large number of TCP 

Initial Connection Request SYN packets with spoofed source IP address. As the target responds to each 

connection request by leaving an open port ready to receive a response, it has to wait for the final step 

of the TCP handshake which never materialises and thus over-consumes the resources available.  

  

Volumetric Attacks 

Volumetric attacks jam the target by consuming all available bandwidth between the target and the 

internet. Large amount of data is sent to the target by forms of amplification or botnets. DNS amplifica-

tion is normally used by sending large amount requests to an open DNS server with spoofed IP address and 

the target IP address received a response from the server. The four-step process of a DNS amplification 

attack is as follows: 

1. The attacker uses a compromised endpoint to send UDP packets with spoofed IP addresses to a 

DNS recursor. The spoofed address on the packets, points to the real IP address of the victim. 

2. Each of the UDP packets makes a request to a DNS resolver, often passing an argument such as 

“ANY” to receive the largest response possible. 

3. After receiving the requests, the DNS resolver sends a large response to the spoofed IP address. 

4. The IP address of the target receives the response, and the surrounding network infrastructure 

becomes overwhelmed with traffic, resulting in a denial-of-service. 

Mitigation Measures 

There are multiple mitigation measures which an entity can take to mitigate DDoS attacks. The first way 

to do so is through blackhole routing where entities suffering from DDoS attacks reroute traffic to a null 

route. This will reroute all traffic, both malicious and legitimate, to be dropped from the network, which 

might not be ideal as the network would remain inaccessible. Sinkholing is a similar technique but in this 

case a database of malicious IP addresses is used to divert them away from the network. Another way of 

mitigating DDoS attacks is to limit the number of requests a server can accept over a predetermined 

amount of time. 

 

A Web Application Firewall (WAF) is an ideal tool in mitigating an application layer attack by filtering 

requests through a series of rules which are customised and quickly implemented even in response to an 

attack. A Content Delivery Network (CDN) can be used to distribute content and boosting performance 

by minimizing the distance between resources and end-users. This mitigates against DDoS attacks as 

cached versions are stored in multiple locations which mitigates against an attack focusing on a single 

target. Another mitigation measure is to enable auto-scaling of the web resources when the incoming 

requests exceed a predetermined threshold.  
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Scrubbing can be used to diverts all traffic during a DDoS attack to a scrubbing centre where all incoming 

traffic is analysed, and malicious traffic is eliminated. This allows the legitimate traffic to go back to the 

network, yet this approach can be slow. Finally, a bot detection mechanism can be used to accurately 

profile incoming traffic and identify bots in real time. 

 

Ideally, a layered mitigation approach is used where multiple techniques are employed. To pick which 

techniques to choose, an entity must assess each technique’s pros and cons. Yet, for the mitigation 

measures to be successful, entities must have a fast and solid monitoring and alert mechanism.   

 

Additional Information and References: 

1. Cloudflare's Security Advisory on DDoS Attacks 

2. Indusface's Blog on DDoS Mitigation Techniques  
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