
  
 

 

 

   
Malta Critical Infrastructure Protection (CIP) Directorate (CIPD) & Computer Security Incident Response Team (CSIRT) Malta operates 

within the portfolio of the Ministry for Home Affairs, National Security and Law Enforcement (MHSE), according to the objectives defined 

by L.N. 434 of 2011 as well as the objectives of L.N. 216 of 2018.  These Orders are the transposition of Council Directive 2008/114/EC 

of 8th December 2008 and Council Directive 2016/1148 of 6th July 2016 (better known as the NIS Directive), respectively. 

30th March 2022 

Ticket Number: EN250307 

This advisory is sent out in part that stakeholders hold preventative management and precau-

tions of their network.   

 

 

 

Summary 

A critical vulnerability has been disclosed in the popular Java framework Spring. This critical vulnerability 

has not been yet assigned a CVE but is being dubbed as SpringShell or Spring4Shell. Yet, a description of 

the vulnerability states that it relates to a remote code execution (RCE). The vulnerability affects Spring 

core with JDK version greater or equal to 9.0. As information on this vulnerability is new and yet to be 

confirmed, further updates might be needed to enhance the information being provided in this advisory. 

Exploitation of this vulnerability is stated as trivial, and its impact would be widespread due to the pop-

ularity of this Java framework. To assess if your instance is vulnerable, it is suggested to follow the steps 

below: 

 

1. Check the JDK version by running the “java-version” command on the server. If the version is 8 

or lower, then your version is not vulnerable to this RCE vulnerability. 

2. If the project is deployed in a war package, it must first be unzipped by first applying the .zip 

suffix and then unzipping it. Search for a jar file named “spring-beans-*jar” in the decompres-

sion directory. If you find such file, it means that the system is developed using the spring frame-

work. If it does not exist search for a file named “CachedIntrospectionResuLts.class” in the 

decompression directory. If you find such file, it means that the system is developed using the 

spring framework. 

3. If the project runs in a jar package, the same steps taken in step 2 should be followed. 

4. If both the JDK version is 9 or above AND the Spring framework is used, then your entity might be 

vulnerable to this RCE flaw. 

 

 

 

 

https://maltacip.gov.mt/en/Legislation/Pages/Legal_Notice_434_of_2011.aspx
https://maltacip.gov.mt/en/Legislation/Pages/Legal_Notice_216_of_2018.aspx
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Mitigation Measures 

As no official patch has been issued, the following two steps should be applied to mitigate against exploits 

of this vulnerability: 

1. On network protection devices, such as WAF, implement a rule which filters for strings such as 

"class.*", "Class.*", "*.class.*", and "*.Class.*" according to the actual traffic situation of deployed 

services. After this step is employed the business operation should be tested to make sure that 

there is no additional impact. 

2. According to a report in Cyber Kendra, the following two steps should also be taken in conjunc-

tion: 

a. Search the “@InitBinder” annotation globally in the application to see if the “dataBin-

der.setDisallowedFields” method is called in the method body. If the introduction of 

this code snippet is found, add {"class.*","Class.* to the original blacklist ","*.class.*", 

"*.Class.*"}. (Note: If this code snippet is used a lot, it needs to be appended everywhere) 

b. Create the following global class under the project package of the application system, 

and ensure that this class is loaded by Spring (it is recommended to add it in the package 

where the Controller is located): 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

After the class is added, the project needs to be recompiled and packaged, and tested 

for functional verification. and republish the project. 

import org.springframework.core.annotation.Order; 
 
        import org.springframework.web.bind.WebDataBinder; 
 
        import org.springframework.web.bind.annotation.ControllerAd-
vice; 
 
        import org.springframework.web.bind.annotation.InitBinder; 
 
        @ControllerAdvice 
 
        @Order(10000) 
 
        public class GlobalControllerAdvice{  
 
             @InitBinder 
 
             public void setAllowedFields(webdataBinder dataBinder){ 
 
             String[]abd=new string[]{"class.*","Class.*","*.class.*","*.Class.*"}; 
 
             dataBinder.setDisallowedFields(abd); 
 
             } 
 
        } 

https://maltacip.gov.mt/en/Legislation/Pages/Legal_Notice_434_of_2011.aspx
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CSIRTMalta’s Recommendation 

 

CSIRTMalta encourages everyone to make sure that the above mitigation measures are employed 

as soon as possible. Furthermore, once a patch is issued, this should be applied immediately to 

mitigate any exploitations which might take place in the wild. 

 

 

Additional Information and References: 

1. Cyber Kendra Report on the Spring RCE Vulnerability  

2. Bug Alert's Notice on a Possible RCE Vulnerability in Spring  
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https://maltacip.gov.mt/en/Legislation/Pages/Legal_Notice_434_of_2011.aspx
https://maltacip.gov.mt/en/Legislation/Pages/Legal_Notice_216_of_2018.aspx
https://www.cyberkendra.com/2022/03/springshell-rce-0-day-vulnerability.html
https://bugalert.org/content/notices/2022-03-29-spring.html

