
  
 

 

 

   
Malta Critical Infrastructure Protection (CIP) Directorate (CIPD) & Computer Security Incident Response Team (CSIRT) Malta operates 

within the portfolio of the Ministry for Home Affairs, National Security and Law Enforcement (MHSE), according to the objectives defined 

by L.N. 434 of 2011 as well as the objectives of L.N. 216 of 2018.  These Orders are the transposition of Council Directive 2008/114/EC 

of 8th December 2008 and Council Directive 2016/1148 of 6th July 2016 (better known as the NIS Directive), respectively. 

4th March 2022 

Ticket Number: EN250295 

This advisory is sent out in part that stakeholders hold preventative management and precau-

tions of their network.   

 

 

 

Summary 

Seven vulnerabilities have been disclosed in the GitLab CE/EE. CVE-2022-0735, which has a CVSS score of 

9.6, is a critical information disclosure which could lead to unauthorised users to steal runner registration 

tokens. CVE-2022-0549, which has a CVSS score of 6.5, may allow unprivileged users to add other users 

to group via the REST API. CVE-2022-0751, which has a CVSS score of 6.5, allows unauthorised actors to 

create Snippets with misleading content, leading to arbitrary code execution. CVE-2022-0741, which has 

a CVSS score of 5.8, can lead to unauthorised actors to steal environment variables through specially 

crafted email address. CVE-2021-4191, which has a CVSS score of 5.3, can lead to unauthenticated user 

enumeration on GraphQL API. CVE-2022-0738, which has a CVSS score of 4.2. can leak passwords when 

mirrors with SSH credentials are added under certain conditions. CVE-2022-0489, which has a CVSS score 

of 3.5, can lead to denial of service through user comments.  

 

CSIRTMalta encourages everyone to update immediately GitLab CE/EE to the latest versions as mul-

tiple versions are vulnerable to one or more of the vulnerabilities mentioned above. 

 

 

Additional Information and References: 

1) GitLab's Security Update on Multiple Vulnerabilities  

 

 

CSIRTMalta Team 

 

MINISTRY FOR HOME AFFAIRS  
NATIONAL SECURITY AND LAW ENFORCEMENT  

 

 

 

https://maltacip.gov.mt/en/Legislation/Pages/Legal_Notice_434_of_2011.aspx
https://maltacip.gov.mt/en/Legislation/Pages/Legal_Notice_216_of_2018.aspx
https://about.gitlab.com/releases/2022/02/25/critical-security-release-gitlab-14-8-2-released/

