
  
 

 

 

   
Malta Critical Infrastructure Protection (CIP) Directorate (CIPD) & Computer Security Incident Response Team (CSIRT) Malta operates 

within the portfolio of the Ministry for Home Affairs, National Security and Law Enforcement (MHSE), according to the objectives defined 

by L.N. 434 of 2011 as well as the objectives of L.N. 216 of 2018.  These Orders are the transposition of Council Directive 2008/114/EC 

of 8th December 2008 and Council Directive 2016/1148 of 6th July 2016 (better known as the NIS Directive), respectively. 

3rd March 2022 

Ticket Number: EN250294 

This advisory is sent out in part that stakeholders hold preventative management and precau-

tions of their network.   

 

 

Summary 

Five vulnerabilities have been disclosed in the open-source communication library PJSIP. CVE-2021-43299, 

which has a CVSS score of 8.1, is a stack overflow vulnerability in the PJSUA API of PJSIP. CVE-2021-43300, 

which has a CVSS score of 8.1, is a stack overflow vulnerability in the PJSUA API of PJSIP. CVE-2021-43301, 

which has a CVSS score of 8.1, is a stack overflow vulnerability in the PJSUA API of PJSIP. All three 

vulnerabilities mentioned above occur when calling pjsua_player_create, pjsua_recorder_create, and 

pjsua_playlist_create, respectively and can lead to malicious threat actors exploiting them to execute 

code remotely. CVE-2021-43302, which has a CVSS score of 5.9, is a read out-of-bounds vulnerability in 

PJSUA API when calling pjsua_recorder_create which can lead to denial of service. CVE-2021-43303, which 

has a CVSS score of 5.9, is a buffer overflow vulnerability in PJSUA API when calling pjsua_call_dump 

which can lead to denial of service. PJSIP with versions 2.11 or earlier are affected by these vulnerabili-

ties. 

 

CSIRTMalta encourages everyone to update immediately PJSIP to versions 2.12 as versions earlier 

which pass arguments to the above-mentioned APIs are vulnerable. 

 

 

Additional Information and References: 

1) JFrog's Report on 5 Vulnerabilities in PJSIP  
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https://maltacip.gov.mt/en/Legislation/Pages/Legal_Notice_434_of_2011.aspx
https://maltacip.gov.mt/en/Legislation/Pages/Legal_Notice_216_of_2018.aspx
https://jfrog.com/blog/jfrog-discloses-5-memory-corruption-vulnerabilities-in-pjsip-a-popular-multimedia-library/

