
  
 

 

 

   
Malta Critical Infrastructure Protection (CIP) Directorate (CIPD) & Computer Security Incident Response Team (CSIRT) Malta operates 

within the portfolio of the Ministry for Home Affairs, National Security and Law Enforcement (MHSE), according to the objectives defined 

by L.N. 434 of 2011 as well as the objectives of L.N. 216 of 2018.  These Orders are the transposition of Council Directive 2008/114/EC 

of 8th December 2008 and Council Directive 2016/1148 of 6th July 2016 (better known as the NIS Directive), respectively. 

22nd February 2022 

Ticket Number: EN250290 

This advisory is sent out in part that stakeholders hold preventative management and precau-

tions of their network.   

 

 

 

Summary 

Several critical vulnerabilities have been disclosed in Northstar Club Management. CVE-2021-29396, which 

has a CVSS score of 10.0, is a systemic lack of proper of proper authentication flaw. CVE-2021-29393, 

which has a CVSS score of 10.0, is an authenticated remote code execution vulnerability. CVE-2021-29395, 

which also has a CVSS score of 10.0, is a directory traversal vulnerability which can lead to arbitrary file 

download. CVE-2021-29394, which has a CVSS score of 10.0, allows account hijacking due to an arbitrary 

password change vulnerability. CVE-2021-29397, which has a CVSS score of 8.8, allows cleartext trans-

mission of sensitive information due to the use of the insecure HTTP protocol (port 80). CVE-2021-29398, 

which has a CVSS score of 7.5, is a directory traversal vulnerability. The Northstar Club Management 

version which is affected by these vulnerabilities is version 6.3. Yet, older versions can also be vulnerable. 

Unauthenticated alicious threat actors can exploit these vulnerabilities to use various functionalities, 

intercept sensitive information, execute commands, download arbitrary files, and hijack accounts of 

compromised users. 

 

As these vulnerabilities do not seem to have been fixed, it is highly advised to limit the use of said 

product until Northstar Technologies Inc issue a relevant patch. 

 

 

Additional Information and References: 

1) Ardent Security's Advisories on Multiple Vulnerabilities  
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https://maltacip.gov.mt/en/Legislation/Pages/Legal_Notice_434_of_2011.aspx
https://maltacip.gov.mt/en/Legislation/Pages/Legal_Notice_216_of_2018.aspx
https://ardent-security.com/en/advisory/

