
  
 

 

 

   
Malta Critical Infrastructure Protection (CIP) Directorate (CIPD) & Computer Security Incident Response Team (CSIRT) Malta operates 

within the portfolio of the Ministry for Home Affairs, National Security and Law Enforcement (MHSE), according to the objectives defined 

by L.N. 434 of 2011 as well as the objectives of L.N. 216 of 2018.  These Orders are the transposition of Council Directive 2008/114/EC 

of 8th December 2008 and Council Directive 2016/1148 of 6th July 2016 (better known as the NIS Directive), respectively. 

18th February 2022 

Ticket Number: EN250289 

This advisory is sent out in part that stakeholders hold preventative management and precau-

tions of their network.   

 

 

Summary 

Six vulnerabilities have been disclosed in multiple VMware products. CVE-2021-22040, which has a CVSS 

score of 8.4, is a use-after-free vulnerability which can be exploited by a local malicious threat actor 

with administrative privileges to execute code on the virtual machine’s VMX process. CVE-2021-22041, 

which has a CVSS score of 8.4, is a double-fetch vulnerability which can be exploited by a local malicious 

threat actor with administrative privileges to execute code on the virtual machine’s VMX process. CVE-

2021-22042, which has a CVSS score of 8.2, is an unauthorised access vulnerability which can be exploited 

by a malicious threat actor with privileges to access the ‘settingsd’ service as a high-privileged user. CVE-

2021-22043, which has a CVSS score of 8.2 is a TOCTOU vulnerability which can be exploited by a malicious 

threat actor with network access to lead to denial-of-service. CVE-2021-22050, which has a CVSS score of 

5.3, is an HTTP POST denial-of-service vulnerability which can be exploited by a malicious threat actor 

with network access to lead to denial-of-service. CVE-2022-22945, which has a CVSS score of 8.8, is a CLI 

shell injection vulnerability which can be exploited by a malicious threat actor with SSH access to execute 

arbitrary code on the operating system. The affected products are VMware ESXi, VMware Fusion, VMware 

Workstation, and NSX Data Centre for vSphere. 

 

It is highly advised to immediately apply the issued patches by VMware where all vulnerabilities have 

been fixed.  

 

Additional Information and References: 

1) VMware's Security Advisory on Multiple Vulnerabilities 

2) VMware's Security Advisory on CVE-2022-22945  
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https://maltacip.gov.mt/en/Legislation/Pages/Legal_Notice_434_of_2011.aspx
https://maltacip.gov.mt/en/Legislation/Pages/Legal_Notice_216_of_2018.aspx
https://www.vmware.com/security/advisories/VMSA-2022-0004.html
https://www.vmware.com/security/advisories/VMSA-2022-0005.html

