
  
 

 

 

   
Malta Critical Infrastructure Protection (CIP) Directorate (CIPD) & Computer Security Incident Response Team (CSIRT) Malta operates 

within the portfolio of the Ministry for Home Affairs, National Security and Law Enforcement (MHSE), according to the objectives defined 

by L.N. 434 of 2011 as well as the objectives of L.N. 216 of 2018.  These Orders are the transposition of Council Directive 2008/114/EC 

of 8th December 2008 and Council Directive 2016/1148 of 6th July 2016 (better known as the NIS Directive), respectively. 

10th January 2022 

Ticket Number: EN250276 

This advisory is sent out in part that stakeholders hold preventative management and precau-

tions of their network.   

 

 

Summary 

Two different vulnerabilities have been disclosed in various QNAP products. CVE-2021-38674, which has 

a CVSS score of 4.2, is a cross-site scripting (XSS) vulnerability in the TFTP server which affects QTS, QuTS 

hero and QuTScloud. If remote threat actors exploit the vulnerability, they can have the ability to inject 

malicious code. The other vulnerability has not been yet assigned a CVE number, but it is being described 

as having a high severity impact. If exploited, this vulnerability can lead to attackers to run arbitrary 

code in the system. This vulnerability affects QVPN Service with versions 3.x.  

 

It is highly advised to immediately apply the issued patches for all the affected products. QNAP has 

issued a statement urging all QNAP NAS users to follow the security setting instructions issued to 

secure the QNAP network devices from ransomware and brute-force attacks. If the NAS is exposed 

to the internet, the instructions to follow are: 

 

1. Disable the Port Forwarding function of the router 

2. Disable the UPnP function of the QNAP NAS 

 

Additional Information and References: 

1) QNAP's Security Advisories 

2) QNAP's Instructions to Secure NAS   
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https://maltacip.gov.mt/en/Legislation/Pages/Legal_Notice_434_of_2011.aspx
https://maltacip.gov.mt/en/Legislation/Pages/Legal_Notice_216_of_2018.aspx
https://www.qnap.com/en/security-advisories?ref=security_advisory_details
https://www.qnap.com/en/security-news/2022/take-immediate-actions-to-secure-qnap-nas

