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Ticket Number: EN250247 

This advisory is sent out in part that stakeholders hold preventative management and precau-

tions of their network.   

 

Summary 

Academics from the Texas A&M University disclosed a new type of attack being dubbed as Gummy Brows-

ers. This new type of attack is hard to detect and can be potentially devastating as attackers can collect 

users’ browser fingerprinting data. This information can then be used to spoof the victims without their 

knowledge. This type of attack takes advantage of browser fingerprinting, a tracking technique used to 

uniquely identify users.  

 

The attacker can intercept a user’s browser fingerprint through script injection or script modification. 

The attacker then sets up a browser on his system to replicate the intercepted fingerprinting information 

when the user connects to a website and transmits it in his place, thus, alluding the website in thinking 

that the attacker is the targeted user. This can lead to the attacker in attaining sensitive information of 

the user such as age-group, interests, gender, salary and other information which then might be used to 

delineate a personal behaviour profile. The researchers stated that a false-positive rate greater than 0.95 

was achieved. 

 

As browser-fingerprinting is gaining traction, further studies and considerations must be made to 

assess if it is safe to be used on a larger scale. Gummy Browsers can also lead to compromise online 

defensive schemes used for user authentication and fraud detection. 

 

Additional Information and References: 

1) Gummy Browsers: Targeted Browser Spoofing against State-of-the-Art Fingerprinting Techniques 
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https://maltacip.gov.mt/en/Legislation/Pages/Legal_Notice_216_of_2018.aspx
https://arxiv.org/pdf/2110.10129.pdf

