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This guideline intends to promote the adoption and use of common or standardised practices intended to be used by 

both technical as well as management officers of an entity. This advisory is sent out in part that stakeholders hold 

preventative management and precautions of their network.   

Summary 

Cross Site Request Forgery (CSRF) is an attack where the vulnerable end user is forced to perform unwanted actions 

from a malicious website. This happens when the authenticated end users are accessing a web application, to transfer 

funds, change the email address, change the password or completing purchases using the users’ credentials. This is 

allowed as the browser request includes all cookies and, if the user is already authenticated, the website cannot identify 

forged requests apart from the legitimate requests. For this type of attack to be successful, the attacker must use some 

form of social engineering to trick the vulnerable end-user in interacting with the malicious website. These kinds of attacks 

are difficult to detect as no scripts are necessary. 

Defending Against CSRF 

There are multiple ways how CSRF can be mitigated against, depending on scenarios and limitations.  

A) Frameworks have built-in CSRF protection but If the framework used by the programmers does not have built-

in CSRF protection, the following controls should be adopted to mitigate CSRF as much as possible: 

1) Add session id, function name and server-side secret (hash) to all available forms. 

2) Add per-request nonces to both the URL and all available forms additional to the standard sessions. 

This can be referred to as ‘Form Keys’. 

3) For .Net, a session identifier must be added to Viewstate with MAC. 

4) The referrer header in the client’s HTTP request must be checked that it is coming from the original 

website. 

B) Stateful software, one which stores data, the synchroniser token pattern technique should be used. Ideally a 

CSRF token should be generated on the server side once per request. If this would result in usability issues, a 

once per user session token should be used. Thus, CSRF tokens should be unique per session/request, unpredict-

able, secret, and not transmissible through cookies.  

https://maltacip.gov.mt/en/Legislation/Pages/Legal_Notice_434_of_2011.aspx
https://maltacip.gov.mt/en/Legislation/Pages/Legal_Notice_216_of_2018.aspx
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C) Stateless software, which does not store data, should use an easily implementable technique called double 

submit cookie. A random value is sent in both a request parameter and authentication cookie. These two values 

are then verified by matching the two values together. This technique can be further strengthened by including 

the token in an encrypted cookie which must also be verified through matching. An alternative to the encrypted 

cookie is to HMAC the token with a secret key which can only be matched by the server. Without knowledge 

of the server secretes, the attacker won’t manage to re-develop the cookie value. 

 

Further Mitigation Measures 

At least one of the following four mitigation measures, must be adopted in order to further defend against CSRF attacks. 

A) Use SameSite cookie attribute which is used to identify how to handle first- and third- party cookies. These 

attributes can either be ‘Lax’ or ‘Strict’ and based on these attributes, browsers will either block or allow 

cookies.  

B) Verify the origin using Standard Headers using a two-step method relying on examining HTTP request header 

values. The request is verified and allowed if both values in the two steps match. The method is as follows: 

1. Determine the source origin using either Origin or Refer headers. 

2. Determine the target origin. 

C) Use custom Request Headers, which is based on the same-origin policy (SOP) restriction. This restriction states 

that only JavaScript can add a custom header which must be added only withing its origin. 

D) User Interaction Based defences must be used. Such defences include; 

1. CAPTCHA. 

2. Re-Authentication. 

3. One-time Token. 

 

Further to these mitigation measures GET request should not be used for state changing operations and mitigation 

against Cross-Site Scripting (XSS) is also crucial. XSS can be used to circumvent all CSRF mitigation measures.  

Additional Information and References: 

1) OWASP's Article on Cross Site Request Forgery  

2) Preventing Cross Site Request Forgery 

3) Same-Origin Policy 

4) SameSite Cookie Attribute Explained  
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https://maltacip.gov.mt/en/Legislation/Pages/Legal_Notice_434_of_2011.aspx
https://maltacip.gov.mt/en/Legislation/Pages/Legal_Notice_216_of_2018.aspx
https://owasp.org/www-community/attacks/csrf
https://cheatsheetseries.owasp.org/cheatsheets/Cross-Site_Request_Forgery_Prevention_Cheat_Sheet.html#introduction
https://developer.mozilla.org/en-US/docs/Web/Security/Same-origin_policy
https://cookie-script.com/documentation/samesite-cookie-attribute-explained

