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This guideline intends to promote the adoption and use of common or standardised practices intended to be 

used by both technical as well as management officers of an entity. This advisory is sent out in part that 

stakeholders hold preventative management and precautions of their network.   

Summary 

Ransomware attacks are highly disruptive as they can cause disruptions in operations and possible loss of sensitive data 

and information. Apart from encrypting sensitive information, lately, ransomware are also using extortion and DDoS 

threats as part of their attack strategies so that the victims are pushed to pay the ransom.  In a recent survey issued by 

SOPHOS, The State of Ransomware 2021, 37% of the 5,400 respondents stated that they had attempts of ransomware 

in 2020. Out of these 1,998, 54% had their files successfully encrypted by the attackers. As indicated in the key findings 

these respondents are confident that with training their IT staff, they will be able to stop future attacks. Yet this is not 

enough as entities and organisations can become victims of ransomware through non-IT related employees.  

Best Practices  

The following are best practices to be employed by entities and organisations to prevent and mitigate against ransom-

ware attacks. 

1. Always assume that a ransomware will try to attack your entity.  

2. Develop an incident response plan that kicks in action if a ransomware attempt is successful. 

3. Regularly backup your data and encrypt it in off-site data storage as well as isolated local backups. 

4. Scan incoming and outgoing emails and apply strong spam filters. 

5. Use protection based on a layered approach that blocks attackers at different areas across your environment. 

6. Train all employees against ransomware, not only IT Staff. 

7. Use anti-ransomware technology. 

8. Deploy employees dedicated in threat hunting to detect possible attacks on your entity. 

9. Regularly patch and update software. 

10. Manage permissions across the entity and employ a multi-factor authentication system for logins. 

 

https://maltacip.gov.mt/en/Legislation/Pages/Legal_Notice_434_of_2011.aspx
https://maltacip.gov.mt/en/Legislation/Pages/Legal_Notice_216_of_2018.aspx
https://www.sophos.com/en-us/medialibrary/pdfs/whitepaper/sophos-state-of-ransomware-2021-wp.pdf?cmp=120469
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Ransomware Incident Response Plan 

If the best practices employed are not enough and a ransomware attack is successful, entities should have an incident 

response plan ready to be deployed in these circumstances. The incident response plan should be composed of at least 

the following steps: 

1. Isolate the infected device/s as soon as possible to prevent the network from becoming a victim of the ransom-

ware. 

2. Partially compromised devices should be isolated and/or switched off to buy more time for recovery and 

damage containment. 

3. Local backups should be secured and kept offline from the network. 

4. Collect any possible partial ransom data that might be useful for law enforcement entities. 

5. Contact law enforcement and any competent authority as soon as possible. 

6. Immediately change network and account passwords once the device is independent from the network. System 

passwords have to be changed once the ransomware is removed from the device. 

7. Any registry values and files used by the ransomware must be deleted. 

8. If the appropriate backups are secured and in place, restore the data from the clean backup. 

9. If the backups were compromised or they were not recent, check for any possible decryptors.  

10. Evaluate all options if you should pay the ransom as this does not always guarantee that the attackers fulfil 

the agreement.  

 

Additional Information and References: 

 

1) Sophos' The State of Ransomware 2021 

2) CISA's Ransomware Guide  

3) Repository of Decryptors  
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https://maltacip.gov.mt/en/Legislation/Pages/Legal_Notice_434_of_2011.aspx
https://maltacip.gov.mt/en/Legislation/Pages/Legal_Notice_216_of_2018.aspx
https://www.sophos.com/en-us/medialibrary/pdfs/whitepaper/sophos-state-of-ransomware-2021-wp.pdf?cmp=120469
https://www.cisa.gov/publication/ransomware-guide
https://www.nomoreransom.org/en/index.html

