
 

 
 

 
 

   
Malta Critical Infrastructure Protection (CIP) Directorate (CIPD) & Computer Security Incident Response Team (CSIRT) Malta operates 

within the portfolio of the Ministry for Home Affairs National Security and Law Enforcement (MHSE).  According to the objectives 

defined by L.N. 434 of 2011 as well as the objectives of L.N. 216 of 2018.  These Orders are the transposition of Council Directive 

2008/114/EC of 8th December 2008 and Council Directive 2016/1148 of 6th July 2016 (better known as the NIS Directive), respectively. 

 

 

 4th May 2021 

Ticket Number: EN250146 

 

This guideline intends to promote the adoption and use of common or standardised practices intended to be used by 

both technical as well as management officers of an entity. This advisory is sent out in part that stakeholders hold 

preventative management and precautions of their network.   

Summary 

Entities that are currently developing or building code in-house or intend to procure custom software should consider 

one of the following four methods. These will be essential to test the code which will be deployed in a software. Any of 

these four methods should be part of a framework during the code testing: 

1) Manual Inspections and Reviews 

2) Threat Modelling 

3) Code Review 

4) Penetration Testing 

 

These four methods should be employed in a testing regimen which tests for people, process and technology because if 

these three aspects are not integrated together in a multifaceted testing program, vulnerabilities and threats will not 

be uncovered. If testing is not incorporated in the software’s development life cycle, extra costs are needed to fix 

insecure software once it is launched. If security is incorporated in the software’s whole life cycle, a proactive security 

approach would be of high benefit to each organisation with reduced vulnerabilities, attack vectors and related costs. 

These four testing methods were taken from the Open Web Application Security Project (OWASP) which published 

highly detailed document which can be accessible through this provided link here.  

Manual Inspection and Reviews 

Through this method, the security implications of people, processes and policies are manually reviewed. This is important 

to quickly assess if there are evident security issues. When using the Manual Inspection and Review method, the testers 

conduct interviews and analyse documentation pertinent to the software being developed. This is achieved by inspecting 

architectural designs, security requirements, documentation and secure coding policies being used for the software’s 

development. This method brings several advantages such as heightened teamwork, flexible method for a multitude of 

software scenarios, can be deployed early in the software’s development life cycle and requires no supporting tech-

nologies. On the other hand, this method is time-consuming, lack of material that has to be inspected and dependent on 
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the tester’s skills in order for it to be effective. Ideally, Manual Inspections and Reviews should be conducted in during 

the Define and Design stages of the software’s development life cycle. 

Threat Modelling 

Another method which can is flexible and can be deployed early in the software’s development life cycle is Threat 

Modelling. In Threat Modelling, the testers conduct risk assessment of their software by envisaging potential threats 

that the software can face. This will facilitate mitigation measures for possible vulnerabilities in their software thus being 

proactive rather than reactive. While it should be deployed as early as possible in the software’s development life 

cycle, it should be re-deployed every time there is a major change or development in the software’s life cycle. This way 

the software developers are assessing the software from possible attackers’ point of view. Even though a good threat 

model can be developed it thus not automatically translate into a good software as normally the output is only list 

and/or diagrams. This method is still relatively new and should be conducted in the Define and Design stages of the 

software’s development life cycle. Each time a threat modelling is developed, it is advised to have the following ap-

proach (the following list is based on the NIST 800-30 standard): 

 

1) Understand the Software Concepts, Connectivity and Functionalities 

2) Assets’ Definition and Classification 

3) Analysis of Potential Technical, Operational and/or Management Vulnerabilities 

4) Analysis of Potential Attack Vectors and Threats 

5) Developing Mitigation Measures Based on Identified Vulnerabilities and Threats 

 

Source Code Review 

Analysis of the software’s code, when this is complete, will unearth issues which the three other methods are not able to 

identify. During the code review, the tester is assessing what exactly the code is doing which will normally unearth 

definite issues rather than issues derived from guesswork related to other methods. This method is very fast and accurate 

but it requires highly skilled security developers. Apart from source code, testers should also review operational 

procedures. Source code review is deemed as a complete and very effective method in finding implementation issues 

while also finding concurrency problems, flawed business logic, problems related to access control and cryptographic 

weaknesses.  On the other hand, this method can miss issues in compiled libraries and cannot easily detect run-time 

errors. If the source code which is deployed is different from the one being analysed, the method will loose in its 

effectiveness as the two codes will differ which why reviewers should also review the operational procedures. Source 

Code Review should be conducted in the Develop stages of the software development life cycle.  
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Penetration Testing 

One of the most common techniques, penetration testing or as sometimes referred to as ethical hacking. This method is 

very effective in network security, but the same results are not easily achieved on web applications. In fact, one of the 

disadvantages is that it is useful from front impact testing only. In penetration testing, testers access the software 

remotely, very similar to how attackers try to find and exploit vulnerabilities. These testers must be given a valid account 

in order to mimic real life scenarios. Similarly, to Source Code Review, penetration testing is normally conducted very 

late in the software’s development life cycle. This is not the only similarity to Source Code Review, as it is also relatively 

fast to conduct. On the other hand, unlike Source Code Review, it tests code that was deployed and also requires a 

lower skill level than the previous method.  This means that penetration testing should be conducted in the Deploy and 

Maintain phases of the software’s development life cycle. 

 

 

Additional Information and References: 

 

1) OWASP Testing Guide  

2) OWASP Vulnerability Management Guide  

3) OWASP Pro Active Controls  

4) OWASP Penetration Testing Checklist  
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